IT’S EASY TO STAY SAFE ONLINE




Staying secure is not as hard as you might think

Focus on the Core 4

= By coming here, you’re already most of the way there. You can start
adopting these behaviors in less time than this presentation.



Let’s find out what you know




Don’t be scared!

You have the power to defeat cybercriminals, and getting started is easy!



Staying safe online doesn’t take much time or cost money

You can begin protecting your accounts in minutes.




Know Your Core 4!

Use MFA when Create unique, Update your |ldentify and
available long and software report phishing
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passwords for
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Use multifactor authentication

When an account requires you to provide
2 or more forms of authentication to log in.




What is a strong password?

3 Elements of Strength: If you are worried an account

Sunidue was compromised, change the
password ASAP.

= Long

= Complex



Use a password manager!

Nowadays, you don’t need to remember
your passwords!



Update your software

Turn on automatic updates

%  OFF
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Do a device audit

Every so often, get rid of apps
and software you don’t use
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Slide 11

JCO Let's talk about how this relates to "securing your home". A lot of people don't think about all the smart devices
and apps they have connected in their home that they and their families use (cars, toys, appliances, etc)
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Phishing: Don’t take the bait

Look out for anything too good to
be true, urgent, or suspicious.

= Don’t click anything
— seriously, anything.

- :




Report phishing attempts




More ways to stay safe online

Think before you click
Check your settings

Shop safe!
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Social and safe

Check your Share with
settings care

Once shared,
always there

Not everyone
is who they
say they are
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What problems do people have with adopting Core 47?

Lack of knowledge
Takes too much time

You got nothing to hide
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Be wary of Public Wifi

Don’t log into key accounts

Better yet, use a VPN or personal hot spot
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How fast can you do the Core 4?

Put MFA on
your key
accounts

(devices, email,

banking, social
media, work)

Download a
password
manager and
strengthen
your
passwords

Set up
devices/apps/
software to
install
automatic
updates

Reject the
phishing bait
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You don’t have to do everything at once
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You have the power to stay safe online!

There is no reason to be scared!

= For more info and coverage of cybersecurity topics, check
out staysafeonline.org!
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